@ AgenticObjects

AGENTICOBJECTS - SECURITY AND AUDIT NOTE

You do not have to trust the language
model. The architecture is built to
checkit.

Thisnoteiswrittenforthe T, information security and internal audit teams evaluating
AgenticObjects. [t assumesthat large language models (LLMs) can make mistakes, invent
figuresand misread aquestion. It explainswhichmechanisminthe product answerseach

of thoserisks, where the evidence canbe seen, and where eachmechanismstops.
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SUMMARY

Sixcore guarantees

01

The modeldoes notproduce
figures

Every figure comes from a query
that runs onyourdata
warehouse. Before publishing,
the engine checks every figurein
the answeragainst the query
result.

04

Every stepisrecorded

Model calls, queries, permission
and setting changes are
recorded.Records canonlybe
appended; they cannot be
altered afterwards.

02

The modelnever touches
data

The model writes no queries and
hasno connectionto the
warehouse. It sends a structured
request; the product's engine
builds the queryandrunsit
through aread-only gateway.

05

The modelnever changeson
itsown

Thereisno automatic fallback
model. Choosingamodelisa
human decision, anditis
recorded.
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03

Whatreaches the modelis
limited

The question, measure and
dimensionnames, and alimited
number of summary rows.
Personal-data fields are masked.
A copy of thewarehouseis never
sent.

06

Everything runs onyour
server

The application,itsrecords and
itsbackupsrunonyour
organisation's server.Model calls
can stayonin-country
infrastructureif required.
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ARCHITECTURE

The path of the data: where does the model stand?

The product's central designdecisionis to keep the language model outside the data path. The model
understands the question and writes the answer; deterministic components do everythinginbetween.

User

question - evidence

Your organisation's server

Agent runtime
figure check - records «

Language model (LLM)

text in, text out only

structured request - answer text

request: measure, breakdown,

period, filters
Query engine Gateway Warehouse !
official measure definitions read only staysinplace :
1
I
)

!

no path to the warehouse

The modelnever connects to the data warehouse and never writes a query. The product's engine builds the query from the data
model's official measure definitions, and the query runs through a gateway that lets only read queries through.

RISK AND CONTROL MAP

Therisks an audit will ask about, and the product's answer

Risk

Control inthe product

Where the evidence isseen

The modelinvents or
miscalculates a figure

The direction of achange
oraratiois misread

The modelreaches datait
is not permitted tosee

Datain the warehouse s
changed orremoved

Sensitive datareachesan
external model

The model changes
silently

Every figurein an answer musttrace to theresultof the
querythatran forthatanswer. Afigure thatdoesnottrace

is corrected, removed, or shown with an "unverified" mark.

Direction words such as "rose" or "fell" are produced by
rule. Ratios state theirdenominator. Acurrency mismatch
isrefused before publishing.

The model has no access to the warehouse. The query
runs with the permissions of the person who asked; row-
level permissions are added to the query by the engine.

The gateway passes onlyread queries; multiple
statements, writes to files and any statementitdoes not
recognise arerefused. The connection also uses aread-
onlywarehouse account.

Alimited number of summary rows per query reaches the
model (atmost40in chat, 80in scheduled analyses).
Values of fields marked as personal data arereduced to
initials.Model calls can stayin-country.

The modelis fixed atthe startof each runand does not
change duringit. Thereis no automatic switch to a
fallobackmodel oron quality grounds.
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The evidence card behind
every figure: measure,
period, filters,row scope,
data date.

The evidence card and the
answer's verification state.

The permission scopeon
therunrecord; the auditlog.

The querylog; for
authorised people, the text
of the query thatran.

The full text sentto the
model, in the model-call
record.

The modelused, on every
runrecord; model choicein
the auditlog.

VD-CAT



@ AgenticObjects

Risk

Cost runs out of control

The source connection or
the model provider goes
down

The control layeris
switched off

Someone bypasses the
userinterface

Source dataisrestated
afterthefact

Control in the product

Every analysis has a step, time and costceiling fixed
beforeitstarts; atthe ceiling the analysis stopsandis
marked "cutoff".Monthly budgets alertat80% and 100%,
and anunusualrisein daily spendraises an alert.

Anunfinished analysisis never presented as complete; it
closesasanerrorandthe people concerned are notified.
Completed steps are neverre-run; the analysis resumes
whereitstopped.

Figure checkingisnota separate service; itrunsinside the
engine on every answer and cannotbe turned off by any
productsetting. The only choice an administratorhasis
whetheran unverifiable figureis hidden or marked.

Permissions are enforced on the server: session, cross-
siterequestforgery (CSRF) protection, action permission
andresource scope are checked on everyrequest.The
defaultanswerisrefusal.

Every answeris frozen atthe momentitis produced: the
query, filters, the date the data reached and the model.
Whatan old answerrested on can always be seen.
Recurring findings are marked "repeat” or "ongoing".
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Where the evidence isseen

The spend screen: by user,
model and agent.

Therun page: steps, error
reason, notifications.

Setting changes, in the audit
log.

Refused requests; the audit
log.

The permanentrecord of the
answer andits evidence
card.
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LANGUAGE MODEL ERRORS

"What if the model talks nonsense?"

AgenticObjects does not assume the model will not make mistakes;itassumes it will,and checks every figure
beforeitreaches aperson. We measure the effect of this approach. The breakdown of the 845 answers
deliveredinourdevelopment and test environments up to5 September2026:

845 663

clean: no correction
needed

answers delivered

129 53

awrong figure corrected a figure shown with an
by the engine before it "unverified" mark
reached the user

These numbers do not show aweakness; they show the mechanism working. The model's mistakes are visible in
the record, and none of them reaches auserlooking verified.

Cases caught during development that became permanent safeguards

» Reverseddirection: the words describing the direction of achange were found reversed while the figures

were right. Directionwords are now produced by rule.

¢ Wrongcurrency: anamount was found counted as verified under the wrong currency sign. This is now refused
before publishing, and so are totals the agent adds up itself from rows onscreen.

« Anattempttoslip pasttheread check: aspecial space characterwas found to get past the read-only check.
Suchforms are nowrefused, and similarattack patterns were added to atest set that runs continuously.

o Silentfailure: ascheduled briefingwas found to fail without telling anyone. The owner of the analysis is now

notified, orthe administrators if there is no owner.

BOUNDARY Theproduct explains where the figuresin a sentence came from; it does not explain why the model
phrased the sentence asit did.In scheduled discovery analyses the model chooses which findings to bring forward,
so two runs can bring forward different findings. The figures in every finding go through the same checkon every run.

DATA SECURITY

Whereisyourdata, who seesit, what reaches the model?

Installation and datalocation

The application, the agent runtime, the query engine
and therecord databaserun as Dockercontainerson
your organisation's Linux server. Your data warehouse
staysonits own server; the product keeps no copy of
the data andreceives only aggregatedresults.
Outbound accessis needed only formodel calls and
e-mail notifications; noinbound connectionis
needed.

D-CAT Technologies - Kavacik, Muhtar St. No:5, Floor 4, Beykoz / Istanbul, Turkiye - +90 212 3910180
hello@agenticobjects.ai- agenticobjects.ai- dcat.com.tr- Security and Audit Note - Version1.0 - October 2026 - Page 4 of 6

Whatreaches the model

The question asked, the structure of the data model
(measure and dimension names)and a limited number
of summaryrows per query. Values of dimensions
marked as personal data are masked as "A*** K***";
personal fields neverappearin samplevaluelists.
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Keeping datain-country

The modelischosen from a catalogue your

administratorapproves. In-country optionsin Turkiye:

the Bulutistanlanguage model service and EVREN.
With either, model calls stay oninfrastructurein
Turkiye.

Row-level permissions

Inamodel with row permissions switched on, every
user gets answers only from therows they are
permitted to see. A userwith no permission defined
seesnorows. Everyrunrecordsits permission scope.

Read-only access, two layers

The product's gateway passes onlyread queries and
refuses any statement it doesnotrecognise. Cube
sources likewise accept onlyread queries. On top of
that, werequire the warehouse connectiontousea
read-only account.

Connectionsecrets
Warehouse connection passwords are storedin the
database encrypted with AES-256-GCM. The key that

decryptsthemlives outside the database, inthe
server's settings file; a database backup alone

AUDIT AND RECORDS

cannot openthem.

Whatisrecorded, and who seesit?

Everythingthe product doesis traced through linked records. From a figure inan answeryou cangodownto the
query that produced itand tothe model calls inthat run.

Record Whatit holds Who seesit

Model calls Foreverymodel call thatproduces an answer: the full text With a separate permission.
sentto the model and the full reply; the model, the amount Everyviewingis written to
of textprocessed, costand time. Each call shows which the auditlog.
user's question orwhich scheduled analysisitserved.

Query log Forevery query thatruns on the warehouse:its purpose, Analysis owners and

Text of the query thatran

Runrecord

Audit log

Spend

the connectionitwentto, waiting and execution times, and
the number of rows returned. Moved to an archive after 90
days, neverremoved.

The SQL query actually run on the database (DAX/MDX for
cubes).

Every step of each analysis, the model used, the frozen
settings and ceilings, the permission scope, and theresult
orerrorreason.Arun can be exported as JSON; every
exportisrecorded too.

Who changed what, and when: granting and revoking
permissions, the "see allrows" permission, model choice,
setting changes, opening the evidence layer.

Modelusage costbyuser,model and agent; budgetalerts.

administrators.

Only people separately
granted this permission.

Managementconsole, by
permission.

Administrators; detailed
sign-ininformation with a
separate permission.

Administrators.

PRINCIPLE Recordscanonlybeappended;no operationinthe productremovesoraltersarecord.Allrecords are
kept onyourorganisation's server. Retention periods are set togetherwith you, inline with applicable data-
protectionlawand yourorganisation's policies.
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OPERATIONS AND RESILIENCE

How the system staysup, and howitis monitored

Health check

Every 5minutes: services and their capacity, the work
queue and any stuckanalyses, the scheduler, the
database, the gateway, release consistency, the time
left onthe secure-connection certificate, backup
freshness and the date the datareaches. An e-mail
goesout whenanitem turns faulty orrecovers; alerts
carryno data.

Behaviour during outages

Onatemporaryerrorastepisretried 3times;ona
permanent erroritisnot retried. If the model provider
cannot bereached, scheduled analyses waitup to 4
hours, then close and notify. A stopped worker
processis detected andits workis handedto
another.

What your team should keep aneyeon

Alert e-mails and monitoring screens

Backups andupgrades

The product databaseis backed up automatically
everynight, and each backup is verified by a trial
restore. Anupgrade does not start without a backup;
the previousrelease can berestored if needed.
Backing up the serveritself stays within your
organisation's existing arrangements.

Managementconsole

The overview screen shows failed analyses, spend,
stopped services, scheduling problems, connection
test status and data freshness. The services screen
shows status andletsanadministratorrestart a
service.

The management console's overview screen,once aweek

The read-only account that connects to the warehouse

Keepingthe encryptionkey file separately,inyour organisation's password vault

Model spend and budget alerts

This note describes the current version of AgenticObjects. Questions: hello@agenticobjects.ai
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